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(54) METHOD OF EXCHANGING CIPHER INFORMATION 

(5 7) Abstract: 

PROBLEM TO BE SOLVED: To exchange information 
through an open information communication network by 
specifying a communication partner with security 
ensured. 

SOLUTION: A primary station 1 generates a 
cryptographic key or a cryptographic key and an 
encipherment system 1 1 on a request from an 
application service or a user 3 t and updates and 
manages the cryptographic key or the cryptographic key 
and enciphement system 1 1 corresponding to a user 
identification code 9 for the primary station 
cryptographic key management data 13 and distributes 
them to secondary stations 2. The secondary stations 
update and manage the cryptographic key or 
cryptographic key and encipherment system 1 1 
distributed to secondary station cryptographic key 
management data 14 corresponding to the user 
identification code 9. The user 3 ciphers or deciphers 
the information by the cryptographic key or the 
cryptographic key and encipherment system 1 1 stored at the secondary station for transmitting 
and receiving the information, and uses the result of the executed application service. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]It goes via WAN (20) containing the Internet (17), LAN (18), and a public telephone 
network (19), A child station (2) which carried out subscription connection, and user-attributes 
information (10) are directly registered through a child station (2) to a key station (1) to a key 
station (1), In a communications network which performs application service constituted from 
three persons of a user (3) to whom a user classification symbol (9) which a key station (1) 
generated was given, By a distribution request of application service, an encryption key from a 
user (3) or an encryption key, and a cipher system (1 1). A key station (1) generates or chooses a 
user (an encryption key of every 3) or encryption key, and cipher system (1 1), a child station (2) 
in which a user's (3)'s user classification symbol (9) is stored — a plaintext — or, [ encipher, 
distribute and ] Carry out updating management of the user (an encryption key of every 3) or 
encryption key, and cipher system (11) at key station code management data (13), and a child 
station (2) carries out updating management of the user (an encryption key of every 3) or 
encryption key, and cipher system (11) at child station code management data (14), Coding 
information exchange system which a user (3) uses an encryption key or an encryption key, and 
a cipher system (1 1) through a child station (2) or a key station (1), enciphers or decrypts 
information, and communicates information between other users (3) or a key station (1). 
[Claim 2]In claim 1, when a child station (2) connects with a key station (1) first, A key station 
(1) generates a child station classification symbol (12), and to key station encryption key 
management data (13). It records that a user classification symbol (9) of a user (3) who uses 
through a child station classification symbol (12) can be referred to, Carry out storage 
management and a child station classification symbol (12) or an enciphered child station 
classification symbol (12) is distributed to a child station (2), A child station (2) stores a child 
station classification symbol (12) of a distributed local station in child station encryption key 
management data (14), When a user (3) registers to a key station (1), a user classification symbol 
(9) distributed to a child station (2) from a key station (1) is stored in child station encryption 
key management data (14), When a user (3) participates to application service through a child 
station (2) or a key station (1), A user (3) of a user classification symbol (9) which is not stored 
with child station encryption key management data (14) or key station encryption key 
management data (13) has intervention to application service refused, A user (3) of a user 
classification symbol (9) stored lets a child station (2) or a key station (1) pass, and transmits a 
user classification symbol (9), and user-attributes information (10) and a child station 
classification symbol (12) to a key station (1) together, Coding information exchange system for 
which a key station (1) checks that a user (3) has participated in application service through a 
child station (2) or a key station (1), and a user (3) is attested. 

[Claim 3]Coding information exchange system which can participate to application service in 
claim 1 or claim 2 through another child station (2) in which the same user (3) stored a user 
classification symbol (9) when a user (3) has already registered with a key station (1) through a 
child station (2) or a key station (1) [Claim 4]In claim 3, a user (3) with whom registration was 
already able to be managed to a key station (1) performs procedure which uses application 
service through a child station (2) or a key station (1) where a user classification symbol (9) is 
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not stored, Let a child station (2) in which a user classification symbol (9) is already stored pass, 
and it applies for attestation to a key station (1), a key station (1) which attested a user (3) — 
key station encryption key management data (13) — a user classification symbol — ( — a child 
station classification symbol (12) to every 9), [ and ] Carry out storage management and a user 
classification symbol (9) is distributed to a child station (2) in which a user classification symbol 
(9) is not stored, Coding information exchange system which attests a user (3) in whom a child 
station (2) stores a user classification symbol (9) in child station encryption key management 
data (14), and the user (3) can participate to application service through a new child station (2) 
or a key station (1). 

[Claim 5]in claim 3 — a child station (2) from a key station (1) — a user — ( — two or more 
encryption keys or encryption keys, and cipher systems (1 1) being distributed at once to every 
3), and, Coding information exchange system which updates an encryption key or an encryption 
key, and a cipher system (1 1) of a key station (1) and a child station (2) for information (15) 
which holds two or more distributed encryption keys or encryption keys, and cipher systems (11) 
for the updating management of the key between a key station (1) and a child station (2) [Claim 
6]Hierarchical coding information exchange system providing a key station (1) where K key 
stations (1) were connected as a child station (2) noting that only K key stations (1) which 
connected a child station (2) of N k individual existed in claim 5 from a key station (1) which 

connected a child station (2) of hi individual [Claim 7]In claim 6, a key station (1) enciphers a 

new encryption key or an encryption key, and a cipher system (1 1) with an encryption key or an 
encryption key already distributed to a chiid station (2), and a cipher system (11), and distributes 
them to a child station (2), A child station (2) is an encryption key or an encryption key, and a 
cipher system (11) which have already been received, Coding information exchange system 
which carries out updating storing of an encryption key or an encryption key which decrypts an 
encryption key or an encryption key, and a cipher system (11) which were received, and which 
were enciphered, and is stored in child station encryption key management data (14) of a child 
station (2), and the cipher system (1 1). 

[Claim 8]In claim 6, encipher without a new encryption key or an encryption key, an encryption 
key that already distributed a cipher system (1 1) to a child station (2) or an encryption key, and 
a cipher system (1 1), and a key station (1) is distributed to a child station (2), Coding information 
exchange system which a child station (2) decrypts this code and is stored in child station 
encryption key management data (14). 

[Claim 9]In claim 7 or claim 8, encipher information addressed to the singular number or two or 
more users (3) which a user (3) of a transmitting agency wants to transmit, transmit to a key 
station (1), and a key station (1) decrypts a code, It enciphers with a transmission destination's 
encryption key or an encryption key, and a cipher system (1 1) of a user (3), Coding information 
exchange system which it transmits to a child station (2) in which a user classification symbol (9) 
of a transmission destination is stored, and a user (3) of a transmission destination decrypts a 
code, receives information from a user (3) of a transmitting agency, relays a key station (1) 
among transmission destinations a transmitting agency, and communicates coding information. 
[Claim 10]Before communicating in claim 7 or claim 8 the singular number or two or more users 
(3), and directly a user (3) wants to communicate, A key station (1) distributes a users (3)'s 
encryption key or an encryption key, and a cipher system (11) of a receiving agency to a child 
station (2) in which a user classification symbol (9) of a transmitting agency is stored, Coding 
information exchange system which a user (3) of a transmitting agency enciphers information 
with a distributed encryption key or an encryption key, and a cipher system (1 1), and transmits 
to a user (3) of a transmission destination directly, and a user (3) who received decrypts a code, 
and communicates information. 

[Claim 1 1]In claim 7 or claim 8, by demand of application service or a user (3). A key station (1) 
generates or chooses an encryption key or an encryption key common to a limited user (3), a 
cipher system (1 1), or code confirmed information (23), Coding information exchange system 
which distributes to a child station (2) or a key station (1) where a users (3)'s user classification 
symbol (9) was registered, and communicates coding information [Claim 12]Coding information 



http://www4.ipdl. inpit.gojp/cgi-bin/tran_web„cgi„eije?atw_u ::: http://www4.ipdLinpit.... 2008/02/08 



JP, 11 -08501 4,A [CLAIMS] 



3/3 ^<—i> 



exchange system which communicates information enciphered between a user (3) and a key 
station (1) in claim 7 or claim 8, 

[Claim 13]When information of two or more users (3) required for application service shifts in 
time and a message is received in a key station (1) in an information communication method of 
claim 9, claim 10, and claim 11, Coding information exchange system with which a key station (1) 
processes application service in connection with two or more users (3) after information required 
of application service receives a message altogether in a key station (1). 
[Claim 14]In claim 12 and claim 13, application SOFUTOUE for child stations using a coding 
information switching function (5) is installed, Coding information exchange system which 
communicates coding information with other users (3) instead of a user (3) of a user 
classification symbol (9) with which a user (3) of a user classification symbol (9) stored in a child 
station (2) does not perform direct entry operation, but application service is stored in a chifd 
station (2). 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Objects of the Invention]As a communications network, it is expanding globally as LAN, the 
switching network of a public telephone network, and a communications network cheap [ the 
Internet ] and open. For people of Takeshi who participated in WAN containing the Internet and a 
telephone network, it is open, and in the contents of information, a third party gets ****** easily 
as connection is easy. Therefore, the weak point of these communications networks is how to 
conquer the security of a communications network. An unexpected partner invades into a 
communication equipment as a problem of the security on a communications network, Out of 
how he is protected from the virus which destroys the problem and system which are referred to 
as how to prevent tapping and the destruction act of data or a system, and data, the problem 
referred to as how do intercept those information or to prevent the use which abused the 
character of the communications network where a communication partner is not seen is during 
data communication. 

[0002]When performing the problem of attestation of how to check, and information encryption 
prevented from understanding the contents for information except the party concerned if a 
communication partner is a partner infallible to be sure in order to prevent the problem produced 
during communication, It is extracted to two points of the problem referred to as how to 
exchange safely the encryption key which enciphers information. It is related with how this 
invention exchanges an encryption key and a cipher system safely so that only how it checking if 
the partner who is communicating is a right partner, and authorized personnel can use it. 
[0003] 

[Field of the Invention]It is related with the coding information exchange system of how to 
perform safe information exchange with an electronic intelligence communications network. 
[0004] 

[Description of the Prior ArtjAlthough safe information exchange with an information-and- 
telecommunications network is performed how or research is done for many years, along with 
the spread of the Internet, communication of safe information is becoming important in recent 
years. In order to secure the safety of the information which communicates with an information- 
and-telecommunications network, to encipher information, to transmit and to prevent from 
reading except authorized personnel, there is no proposal about the cipher system which 
enciphers information, and the method which attest the person himself/herself for an encryption 
key using the both sides of a public key and a secret key in order to send an encryption key 
safely, and enciphers and decrypts information — ******, Performing attestation of the person 
himself/herself etc. is studied by the generating **** method in the password only for 1 time 
(16). 
[0005] 

[Problem(s) to be Solved by the Invention]The technical problem of the information 
communication in the high information-and-telecommunications network of open nature has the 
following technical problems to information exchange and the use in a commercial transaction 
etc. 
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1 2 [ Reservation of the attestation nature of the person himself/herself ] which requires the 
management man hour of encryption key distribution Release 3 from a risk of an individual 
memorizing an encryption key Reservation 4 of the security to tapping and decryption Reduction 
5 of the risk of a settlement system in the delivery clearing time [0006]If an encryption key is 
mutually distributed among N persons, in a (drawing 4), the management man hour which 
distributes an encryption key in N(N-1)/2 of courses will occur, decreasing this cost — one — a 
technical problem — ** 

[0007]The encryption key must be memorized in order to decode the enciphered information 
with an encryption key. In order to carry out as [ decode / a code / simply ], an encryption key 
becomes long, and the limit which human being memorizes is exceeded. If it becomes so, the 
password management for managing an encryption key will be needed, and the management 
corresponding to the limit of human being's mneme will be demanded after all. Although trials, 
such as separating a secret key from memory of human being, are also considered using an IC 
card, the problem at the time of losing a card of the security of the encryption key managed in 
an individual, etc. are not necessarily strong. Management of such an encryption key keeps away 
the opportunity which can use an information-and-telecommunications network freely. 
[0008]It is [ how it prevents being decoded, even if communication with an information-and- 
telecommunications network is intercepted or it has enciphered, and ] a big technical problem. 
Damage will be enlarged, if theft is committed in the disguise of [ there is nothing, and the stolen 
information is used and ] the person himself/herself as information is stolen. It is [ how such 
damage is prevented and ] a central technical problem. 

[0009]As compared with over-the-counter sales, it is one technical problem how goods and a 
price are settled on a communications network. After passing goods in exchange for a price 
when goods are delivered, or remitting a price previously, goods are sent or the after-delivery 
money is transferred for goods. At the commercial transaction on the information network 
accompanied by delivery of goods, if the relative settlement of accounts of a price and the goods 
cannot be carried out, the direction which paid goods or a price takes a risk. A negotiated 
transaction is desirable also to dealings with an information-and-telecommunications network. 
[0010]The crime which fakes the person himself/herself, steals, and inflicts damage on the 
person himself/herself, steals others' information, or destroys others' soft property is a big 
problem on an information-and-telecommunications network. It is [ how it is attested whether a 
communicative partner is the person himself/herself and ] the biggest technical problem. 
[0011] 

[Means for Solving the Problem]Since a key station generates a disposable encryption key 
[Throw Away Encryptical key] or a disposable encryption key, and a cipher system and 
distributes a concept of this invention to a child station if needed, Since [ the ] a user's 
encryption key or an encryption key, and a cipher system change, Since a disposable encryption 
key or a disposable encryption key, and a cipher system are changing even if it is going to 
intercept, and a code must be decoded, a certain time passes and it succeeds in a decipherment 
of a code, Since it differs from an encryption key or an encryption key which a key station 
distributed, and a cipher system even if it tries to become a user completely, a key station 
cannot decrypt a code of a charlatan who is trying to become a user completely, and it does not 
attest with the person himself/herself. 

[0012]Application software for key stations using a coding information switching function (4) is 
installed by dt^wLng 1 and drawing 2, Have an assignment function (6) of a key station of a 
coding information switching function, and it goes via the Internet (17), LAN (18), and WAN (20) 
containing a public telephone network (19), A key station (1) which comprises information 
machines and equipment which perform communication of a child station (2) and coding 
information which carried out subscription connection to a key station (1), such as a personal 
computer or a workstation, Application software (5) for child stations using a coding information 
switching function incorporating an assignment function (8) of a child station of a coding 
information switching function is installed, A child station (2) which comprises information 
machines and equipment which carried out subscription connection to a key station (1), such as 
a personal computer, a movement information terminal, or a workstation, A user (3) who had an 
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assignment function (8) of a user (3) of a coding information switching function, and was 
registered into a key station (1), Or a coding information exchange communications network 
which comprises a user (3) who united with a child station (2) which substitutes for a user's (3)'s 
function application software (5) installed in a child station (2) is constituted. 
[0013]What communication of an encryption key or an encryption key, and a cipher system (1 1) 
is performed only between a key station (1) and a child station (2), and makes a direct change of 
an encryption key or an encryption key, and the cipher system (1 1) between child stations (2) is 
not done. Therefore, since a key station (1) unified and an encryption key or an encryption key, 
and a cipher system (1 1) which were enciphered are managed, Even if load about management of 
an encryption key does not hang but it intercepts coding information between child stations (2) 
in the middle of transmitting, unless a code will be decoded, the third party cannot know an 
encryption key or an encryption key, and a cipher system (11), but can distribute them safely. 
[0014]An assignment function about coding information exchange of a key station (1), a child 
station (2), and a user (3) is drawing 2, An assignment function (6) of a key station of a coding 
information switching function Issue requesting of an encryption key from 1. user (3) or an 
encryption key, and a cipher system (1 1), every [ or ] issue requesting when an event occurs in 
application service, or set-up random or fixed number of times — or, receiving issue requesting 
for every time set as a random or fixed interval — a key station (1) — a user — ( — the singular 
number, or two or more encryption keys or encryption keys and cipher systems (1 1) are 
generated or chosen as every 3), 

2. Update a user classification symbol (an encryption key or an encryption key generated or 
chosen as every 9), and cipher system (1 1) to key station encryption key management data (13). 

3. Distribute an encryption key or an encryption key, and a cipher system (1 1) which were 
generated or chosen to a child station (2) in which a users (3)'s user classification symbol (9) is 
stored. 

4. At the time of a user's (3)'s registration, generate a user classification symbol (9) and it 
records on key station encryption key management data (13), Attach a user classification symbol 
(9) and correspondence and user-attributes information (10) is recorded, A user classification 
symbol (9) is distributed to a child station (2) which a user (3) connected to a key station (1) 
through a child station (2), At the time of subscription connection of 5. child station (2) which 
connects to a user that a key station (1) accepted registration, a child station classification 
symbol (12) is generated, and it records on key station encryption key management data (13), 
and distributes to a child station (2). 

6. A user classification symbol (9), user-attributes information (10), and a child station 
classification symbol (12) which perform an input receptionist of a child station (2) and 
application service using communications control 7. coding information exchange system with a 
child station (2) and of which function 8, encryption was done are received, It compares with key 
station encryption key management data (13), and a user (3) is attested. 

9. Encipher and composite-ize information on the occasion of information communication with a 
child station (2). 

[001 4]a user (3) in whom an assignment functional function (7) of a child station of a coding 
information switching function corresponding to this stores a communications control 2. user 
classification symbol (9) with 1. key station (1) — each time — an encryption key or an 
encryption key, and a cipher system (11) — a user classification symbol — ( — it updates and 
stores in every 9). 

3. A key station (1) stores a child station classification symbol (12) distributed to a child station 

(2) , and transmits user-attributes information (10) for a child station classification symbol (12) to 
a key station (1) together with a user classification symbol (9). 

4. A child station (2) checks the singular number or two or more user classification symbols (9) 
which are stored in child station encryption key management data (14), and refuses intervention 
to application service of a user (3) by whom a user classification symbol (9) is not stored. 

5. a part or all of user-attributes information (10) that a child station (2) has registered — a user 

(3) — the person himself/herself — it stores in a child station (2) so that a third party of an 
except cannot see, and time and effort as which a user (3) inputs attribution information by hand 
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can also be omitted. 

6. Receive a change request of a password (16) from a user (3), transmit update information to a 
key station (1), and when a child station (2) stores inside, perform change processing of stored 
data. 

7. When a user (3) performs other child stations (2) or key stations (1), and information 
communications through a child station (2), encipher and composite-ize information using a 
stored user (an encryption key of every 3) or encryption key, and cipher system (11). 

[001 5]Finally an assignment function (8) of a user of a coding information switching function 
inputs attribution information (10) as a user (3) demanded by application service through 1. child 
station (2) or a key station (1), It transmits, procedure demanded by application service is 
performed, and it registers with a key station (1) as a user (3). 

2. It lets a child station (2) or a key station (1) pass, perform application service, and deal in 
convenience. 

3. Although a user (3) inputs a part of user-attributes information (10) or all the information 
through a child station (2), a part or all of attribution information is stored in a child station (2), 
and operativity can be relieved. 

4. Depending on application service, application software for child stations using a coding 
information switching function (5) is installed in a child station (2), Altogether, most input output 
functions are executed by proxy instead of a user (3), and execution of application service of a 
child station (2) is attained nothing by a user's (3)'s input/output operation. Since a near user (3) 
who generally provides application service is united with a child station (2), application software 
for child stations using a coding information switching function (5) executes most a user s (3)'s 
functions by proxy altogether. 

5. Change a password (16) managed by a user's (3)'s memory at any time. 

[0016]In order that a user (3) may register with a key station (1) and may get attestation of 
being the person himself/herself, it arranges by the following three classifications as user- 
attributes information (10) transmitted and received between a child station (2) and a key station 

(1). 

1 Information a which a key station (1) generates and is managed User classification symbol (9) 
b Child station classification symbol (12) 

2 Information a managed by a user's (3)'s memory Password (16) 

3 A user's (3)'s social information a Name b Address c Subscriber phone number 

d e-mail address e g, such as a reference number described on documents which check the 
person himself/herself published by the public, such as a license, an insurance card, an extract 
of a family register, and a certified seal registration, information which an office key station (1) 
generates and is managed, Since a classification symbol (12) of a child station is used for 
information a child station (2) and a user (3) do [ information ] generation management in a key 
station (1) at the time of subscription connection or registration in a key station (1) in order that 
a key station (1) may identify a child station (2), a sign original with each of a child station (2) is 
assigned. A key station (1) manages a child station classification symbol (12), distributes to a 
child station (2), and is keeping a child station classification symbol (12) with key station 
encryption key management data (13) and child station encryption key management data (14). A 
user (3) is told about a user classification symbol (9), and storage management is carried out by 
key station (1) and a child station (2), and it is used instead of a name. There is a password (16) 
as information managed by a user's (3)'s memory. In principle, in advance of use of application 
service, a user (3) inputs this information by hand through a child station (2), and uses it as 
information for a user's (3)'s attestation of a key station (1). Although a password (16) is held by 
only a user's (3)'s memory in principle, since availability is raised, it is also possible to store so 
that a third party may hear into a child station (2) and it may not be found. In order that a 
password (16) may prevent disclosure to a third party, a user (password (16 of every 3)) who 
performed change procedure by a child station (2), and has managed by key station (1) or a child 
station (2) is changed at any time. There are a name, an address, etc. as a user's (3)'s social 
information. These information is information which registers a user's (3)'s check previously 
when a user (3) registers with a key station (1) at first, At a given degree of use, in detail, since 
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time and effort is required, some of these information or all can be registered into a child station 
(2), and that a user (3) inputs this information by hand can also use them, however — since it is 
not the information positively disclosed for a third party — a user (3) — the person 
himself/herself — a person of an except cannot access — it makes and stores, 
[0017]When it generates or chooses, and an encryption key or an encryption key, generation of a 
cipher system (11), distribution, and a management key station (1) distribute an encryption key 
or an encryption key, and a cipher system (1 1), and update [ when ] them changes with 
application services. An encryption key or an encryption key, and a cipher system (11) where an 
information command about generation of a key, distribution, and updating communicated 
between a key station (1) and a child station (2) fundamentally and which were mutually in 
agreement between a key station (1) and a child station (2) are recorded and stored. There is 
the following command as an information command which manages a key. 

1. A command is published when a generation distribution request of an updating report key of an 
updating notification 5. key of an update request 4. key of generation of a key and a reception 
report 3. key of a distribution-request 2. key is required from application service of a user (3) or 
a key station (1). Updating notification of a key distributes two or more encryption keys or 
encryption keys, and cipher systems (1 1) to a child station (2) at once by the required top of 
simplicity of management, and management, and drawing 3, For information (15) which manages a 
key which is common recognition between a key station (1) and child stations (2) after 
performing specific using frequency, a specific time interval, specific time, or specific application 
service. A result by which a child station (2) changed an encryption key or an encryption key, 
and a cipher system (11) is reported. In this case, when a key station (1) and a child station (2) 
are in a state which can always perform common status tracking, a key station (1) can update 
information on a key as well as a child station (2) changing a key. However, when a key station 

(1) cannot grasp a situation until it receives notification of a child station (2), the child station (2) 
must suspend use until updating is completed. For example, when updating to an encryption key 
or an encryption key, and a cipher system (1 1) of throwing away and the next for every using 
frequency which set up an encryption key or an encryption key used now, and a cipher system 

(1 1), a child station (2) between a key station (1) and a child station (2), Even if a common 
concept about using frequency is checked, it is used by a child station (2) how many times, and 
if it is not the Takako office (2), when it cannot do, grasp of a situation will be judged by a child 
station (2), will update an encryption key or an encryption key, and a cipher system (11), and will 
publish updating notification of a key to a key station (1). 

[0018]Either of the cipher systems of a common key system already studied in the world is used 
for a cipher system used by this invention, and an encryption key. What kind of cipher system is 
chosen chooses according to the characteristic or business potential of application service. 
[001 9]Although distribution paths in case, as for a distribution path of an encryption key or an 
encryption key, and a cipher system (11), a child station (2) distributes a key mutually by 
(drawing 4 (a)) in an information-and-teiecommunications network with a participant in N person 
in this invention are N*(N-1) /2, A key distribution path only between a key station (1) and a 
child station (2) is set to N by (drawing 4 (b)), and the distribution path of an encryption key can 
decrease only /(N-1) 2 twice as compared with supplying arbitrary partners widely. If coding 
information exchange network with a layered structure which considers that K key stations (1) 
are child stations (2) by ( drawin g 4 (c)), provides a new key station (1), and makes an old key 
station (1) manage as a child station (2) is set up, Sepang of management decreases in number 
to N and K, and an encryption key or an encryption key, a distribution path of a cipher system 
(1 1), and a management man hour of distribution are simplified substantially. 
[0020]When registration of a child station (2) and a user's (3)'s registration key station (1) 
receive a user's (3)'s registration, a check of a user (3) being the person himself/herself is very 
important. Here, it is shown by a diagram (5) between a key station (1), a child station (2), and a 
user (3) of what kind of information communication is performed and in what kind of order 
information is recorded again. 

1. A key station (1) receives a download request of an application program from a child station 

(2) first. The key station (1) can record IP Address of a management number of a program, an 
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encryption key or an encryption key, a cipher system (1 1), and a child station (2) to download as 
confirmed information at the time of a date of acceptance. Although IPAddress of the Internet 
generally does not support a child station (2) 1 to 1, it expects and records that a value of a 
certain bandwidth is shown, or it moves continuously, are the fixed value, or a certain 
characteristic is shown. 

2. A downloaded program (5) is installed in a child station (2), and a management number peculiar 
to a program, an encryption key or an encryption key, and a cipher system (1 1) are set as a child 
station (2). 

3. A user (3) inputs user-attributes information (10) specified by a key station through a child 
station (2), and transmits to a key station (1) with a management number of a child station (2). 

4. A key station (1) checks an encryption key or an encryption key, and a cipher system (1 1) 
with a management number, newly records time of registration, and user-attributes information 

(10) , and generates and records a child station classification symbol (12), a user classification 
symbol (9), and an initial password (16). 

5. Encipher a child station classification symbol (12), a user classification symbol (9), and an 
initial password (16), and transmit to a child station (2). 

6. A child station (2) decrypts an enciphered child station classification symbol (12), a user 
classification symbol (9), and an initial password (16), and updates and stores them in a child 
station (2). 

7. A user (3) checks a user classification symbol (9) and an initial password (16). 

8. A user (3) performs change procedure of a password (16) through a child station (2), and a key 
station (1) receives change and breaks record. 

9. A user (3) inputs user-attributes information (10) containing a user classification symbol (9) 
and a password (16) through a child station (2), and transmits a child station (2) to a key station 

(1) with an account of discernment of a child station (12). 

10. A key station (1) records user-attributes information (10) and a child station classification 
symbol (12) containing a password (16) corresponding to a users classification symbol (9). 

1 1 . It is difficult to check that he is the person himself/herself only for information through a 
communications network, it asks for sending of documents specified by applications, such as a 
license, a health insurance card, an extract of a family register, etc. which show a user's social 
information, or its copy, performs a check with already transmitted information, and keeps 
documents. A user (3) is registered now into a key station (1) via a child station (2). 

12. A key station (1) publishes a card which specifies an address which shows the feature of a 
user classification symbol (9) and a key station (1), a telephone number, URL, a logo mark, etc. 
This card serves as connection at the time of a trouble, prevention in a case of faking a key 
station (1) and influencing, and advertisement of a key station (1) to a user (3). 

[0021 ]Do not restrict that a downloaded program is used by one child station (2), but although a 
possibility of it being copied and being used by two or more child stations (2) is high, even if used 
by two or more child stations (2), An encryption key or an encryption key, and a cipher system 

(1 1) are changed at the time of a users (3)'s registration, and it does not become a problem. 
Even if two or more users (3) register by one child station (2), an encryption key or an 
encryption key corresponding to two or more user classification symbols (9) and user 
classification symbols (9), and a cipher system (1 1) are set as a key station (1) and a child 
station (2). Therefore, two or more users (3) can use service of application through one child 
station (2). 

[0022]When a user (3) uses service via two or more child stations (2). A user (3) not only uses 
service via one child station (2), but it lets a child station (2) of mho BAIRU, and a child station 

(2) at somewhere else pass, Although there is also a method which a user (3) who registered 
performs in response to presentation of social information which proves the person 
himself/herself like the first registration for whether you are the person himself/herself to use 
service, it is troublesome for a user (3). A registration act on a communications network which 
cancels this inconvenience is shown in d]^wingJ3. 

** Already let the child station (2) A pass, and the user (3) a who has registered with a key 
station (1) goes via the child station (2) B, The user's a attribution information (10) which 
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application service containing a user classification symbol (9) and a password (16) requires is 
inputted, and two or more application-for-registration procedure is performed to a key station 

(I) . 

** A key station (1) receives this procedure, and compare that a child station identification 
number (12) came via child station (2) B, and that the user (3) a has done the registry request 
with registered information, check them, and it already records them. 

** The user (3) a performs performs authentication via already registered child station (2) A. 
** A key station (1) checks an authentication request which the user (3) a received from the 
child station (2) A, and attests the person himself/herself. 

** A key station (1) distributes an encryption key or an encryption key, and a cipher system (11) 
which the user (3) a generated newly to the child station (2) B, and updates key station code 
management data (13). 

** The child station (2) B creates record which carried out the users (3)'s a user classification 
symbol (9) correspondence with a distributed encryption key or an encryption key, and a cipher 
system (1 1). After this procedure ends, the user (3) a can use service of application via child 
station (2) A or the child station (2) B. Here, although explained that the child station (2) B was 
already ending with connection as a child station, when subscription connection of the child 
station (2) B is not yet carried out, if subscription connection procedure of a child station (2) is 
performed, it will become the same treatment as a case where it already connects. 
[0023]A system of a re-registration method child station (2) when a system breaks may break. 
Although a key station (1) receives a user classification symbol (9), and a password (16) and 
user-attributes information (10) and there is also a method consider that is the person 
himself/herself, re-registration in this case, When all the user-attributes information (10) 
containing a user classification symbol (9) and a password (16) is stolen, subscription connection 
can be carried out to a key station (1) through another child station (2), and the person 
himself/herself can be become completely. Therefore, social information will be sent to a key 
station (1) in written form etc., and a check of the person himself/herself will be redone. When 
some systems destroy application service in the middle of execution, execution of application 
service will be canceled, it will be coped with by another means, such as a document, or a 
system will be restored, registration will be redone from the beginning, and application service 
will be performed. 

[0024]Though a key station (1) has managed a user's encryption key or an encryption key, and a 
cipher system (1 1), It is necessary to clarify a relation of how to have a user's encryption key or 
an encryption key recorded on a child station (2), a cipher system (1 1) and an encryption key of 
a user recorded on a key station (1) or an encryption key, and a cipher system (1 1). 
[0025]A dependency between a user's encryption key or an encryption key currently recorded in 
a key station (1), a cipher system (11) and an encryption key currently recorded by a child 
station (2) or an encryption key, and a cipher system (11) is shown in tucking-up-its-sleeves- 
with-a-cord distribution drawing 7, If a user's (3)'s encryption key or an encryption key, and a 
cipher system (11) which were already stored in a child station (2) are made into encryption key 
and cipher system k _^ r A key station (1) an encryption key or an encryption key distributed 

to a child station (2), and a cipher system (1 1) newly, It enciphers by encryption key ^ and 

cipher system k-1 which were already stored in a child station (2), and transmits to a child 

station (2), and a child station (2) decrypts it and updates it to encryption key k and cipher 

system k . After this, information transmitted and received through a child station (2) is 

enciphered and double-sign-ized by encryption key k and cipher system k until it receives 

distribution of a new key. When coding information is received simultaneously with an encryption 
key or an encryption key, and a cipher system (1 1), the code is decrypted by encryption key k „ 1 

and cipher system k-1 which have already been registered. Thus, since encryption and decryption 

are performed using transmitted an encryption key or an encryption key, and a cipher system 

(I I) already, it becomes an encryption key of tucking up its sleeves with a cord or an encryption 
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key, and a usage pattern of a cipher system (1 1). Between a key station (1) and a child station 
(2), a time gap arises in distribution of a key and communication of coding information, and a 
relation which can be used for tucking up its sleeves with a cord of an encryption key or an 
encryption key, and a cipher system (1 1) is advantageously committed on security reservation to 
them. 

[0026]An encryption key or an encryption key, and a cipher system (11) which a key station (1) 
enciphered to parallel distribution system drawing 8 of an encryption key are distributed to a 
child station (2), a distributed code is decrypted in a child station (2), and an encryption key or 
an encryption key, and a cipher system (11) are stored in a child station (2). Information is 
enciphered and decrypted in front with a distributed encryption key or an encryption key, an 
encryption key distributed without a cipher system (11) or an encryption key, and a cipher 
system (1 1). 

[0027]A method of information exchange using coding information exchange system which 
comprises a key station (1), a child station (2), and a user (3) sets up the following three forms. 

1 A key station (1) relays a user's (3)'s information, and exchanges information. 

2 Exchange information directly among users (3). 

3 Exchange information between a key station (1) and a user (3). 

After checking that he is a user (3), information to update may perform a case where encipher a 
plaintext and information is communicated, and ****** of a plaintext. In order that exchange of 
information generated on management, such as information exchange at the time of a trouble, 
may support execution of application service as information communication, it generates besides 
information exchange made into the purpose, but only information exchange performed when a 
user (3) uses application service here is explained. 

[0028]Relay-information exchange: A case where a key station (1) conveys information to 
drawing 9 between the child station (2) A and the child station (2) B, and relay communication of 
information is performed among the child stations (2) A and B is shown. An address of a user (3) 
of delivery information enciphered with the user's (3)'s a an encryption key or an encryption key, 
and a cipher system (1 1) and a transmission destination is transmitted to a key station (1). A 
received key station (1) decrypts a code, enciphers delivery information with the child station's 
(2)'s B an encryption key or an encryption key, and a cipher system (11) of the user (3) b, and 
transmits to child station (2) B into which the user (3) b is registered. The user (3) b who 
received by the child station (2) B decrypts information, and understands the contents of receipt 
information. Information is not directly transmitted and received between the child station (2) A 
and child station (2) B, but a key station (1) is relayed, and information is communicated 
indirectly. 

[0029]In order to perform groove preparation during interruption of welding of encryption of 
information, and decryption in a key station (1) in relay information exchange, time and effort is 
required, but [ therefore ] there is also an advantage acquired. 

1 For indirect information dealings, stop the user's (3)'s a user-attributes information (10) for 
checking in a key station (1), and it is giving the user (3) b only information about business, and 
anonymous signal transduction of it becomes possible. 

2 Timing to which a key station (1) receives information of the user (3) a of draw ing 1 0 when a 
key station (1) performs relay information exchange between the child stations (2) A and B, 
When timing which receives the user's (3)'s b information is not in agreement, processing of 
application service is suspended temporarily, and after both information gathers, processing of 
application service is performed. 

[0030]When communicating information directly among users (3) : The user (3) a through the 

child station (2) A by dr awin g 1 1 to communicate coding information between child stations (2) 

directly without passing a key station (1) A direct communication request with the user (3) b, A 
distribution request of code confirmed information for a check (23) replaced with an encryption 
key or an encryption key, a cipher system (1 1), or it is carried out. A key station (1) generates or 
chooses code confirmed information (23) replaced with an encryption key of the user (3) a and 
user (3) b community or an encryption key, a cipher system (11), or it, and distributes it to child 
station (2) A and the child station (2) B. Code confirmed information (23) replaced with an 
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encryption key or an encryption key, a cipher system (1 1), or it which was double-sign-ized by 
both child stations (2) is stored, coding information is transmitted, received and decrypted among 
the users (3) a and b, the contents are checked, and information is communicated. 
[0031] When transmission and reception of coding information are performed between 
transmitting [ information ] origin and a receiving agency by a user (3), From a person for 
transmitting principal and interest (3), to the singular number or two or more transmission 
destination users (3), it is made by distribution request of an encryption key or an encryption 
key, and a cipher system (1 1) to a key station (1), and to it a key station (1), Transmit a 
transmission destination's encryption key or an encryption key, and a cipher system (1 1) of a 
user (3) to a child station (2) in which a user classification symbol (9) of a user (3) of a 
transmitting agency is stored, and a classification symbol (9) of a user of a transmitting agency 
enciphers information, It transmits to a transmission destination, a user (3) of a transmission 
destination composite-izes a code, and information communication is made. 
[0032]: which communicates information between a key station (1) and a user (3) — a user (3) 
may communicate information between direct key stations (1) through a child station (2). A1 of a 
user (3) lets the child station (2) A pass by drawin g 12 , and communication of a key station (1) 
and direct information is performed. 
[0033] 
[Example] 

The example of the article transaction trading system which delivers goods via a communications 
network is shown in delivery dealings dr awing 13. A key station (1) conveys the order from a 
purchaser to a vender, and if it agrees on dealing, it will settle dealings. The purchaser of a child 
station (2) orders the goods to purchase, and the vender of a child station (2) ships goods to an 
address directly in response to an order. The vender who registered with two or more child 
stations with the purchaser who registered with two or more child stations which carried out 
subscription connection to dealings commission / settlement-of-accounts organization of the 
key station (1) constitutes a commercial transaction communications network. It hits an example 
in case a key station (1) relays a user's (3)'s information and exchanges information. If the 
procedure of dealings is followed by drawing 13 , ** purchaser's transaction start request will be 
transmitted to relay commission / settlement-of-accounts organization together with a user 
classification symbol (9), user-attributes information (10), and a child station classification 
symbol (12), and relay commission / settlement-of-accounts organization will decrypt this. A 
purchaser is checked with a user classification symbol (9), user-attributes information (10), and 
a child station classification symbol (12). 

** Relay commission / settlement-of-accounts organization generates the encryption key or 
encryption key, and cipher system (1 1) of a transaction number and a purchaser, and distributes 
them to a purchaser. As for the purchaser who received, an encryption key or an encryption key, 
and a cipher system (1 1) are updated by a child station (2). 

** A purchaser enciphers URL (Universal Resource Locator) of a vender's child station (2), 
merchandise information to purchase, and a purchaser's attribution information, and transmits to 
relay commission / settlement-of-accounts organization. Relay commission / settlement-of- 
accounts organization decrypts a code, attests a purchaser, and checks a credit. 
** Encipher a purchaser's purchase specification with a vender's encryption key or encryption 
key, and cipher system (1 1), and transmit to a vender's child station (2). Since only the 
information in connection with dealings of goods is relayed to a vender at this time and it 
transmits, the purchaser can do the purchase of goods anonymously. By arbitrary views, relay 
commission / settlement-of-accounts organization of a key station (1) generates and distributes 
a vender's encryption key or encryption key, and cipher system (11), and changes them. For 
example, renewal of the set-up number of times of dealings or the set-up time interval can be 
considered. 

** A vender checks the specification of an order and transmits ordering connection to relay 
commission / settlement-of-accounts organization together with the shipping timetable day of 
goods. Relay commission / settlement-of-accounts organization decrypts a code, checks 
whether it is in agreement with an order, and performs internal settlement processing. 
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** Relay commission / settlement-of-accounts organization transmits dealing formation and a 
shipping timetable day to a purchaser. 

** If dispatch connection of goods is transmitted to relay commission / settlement-of-accounts 
organization from a vender, relay commission / settlement-of-accounts organization will settle 
dealings between a purchaser and a vender. 

The settlement of accounts in the case of conducting the dealings accompanied by delivery of 
goods with a communications network is relaying relay commission / settlement-of-accounts 
organization, After receiving the information on shipping products from a vender, since 
settlement of accounts was performed, the negotiated transaction settlement of accounts same 
with settlement of accounts becoming possible to the same timing as a negotiated transaction, 
receiving goods by the thing in the shop, and paying; a price was completed, and sent the goods 
accompanying dealings between a purchaser and a vender, but. Although money could not be 
collected or money was remitted, a risk of saying that goods are not shipped is mitigable. 
[0034]The case where use a communications network for information service drawing 14 , and 
service transactions, such as DETA offer, are performed to it is shown. 
** A service user enciphers URL (UniversalResource Locator) and service user attribution 
information (10) of a child station (2) of a purveyor of service, and transmits a service use claim 
to a service agency organization. A service agency organization decrypts a code and performs a 
service user's attestation and the check of trust. 

** A service agency organization generates or chooses an encryption key or an encryption key, 
and a cipher system (11), Generate a transaction number common to a service user purveyor of 
service, and encipher the encryption key or encryption key, and cipher system (1 1) of a 
transaction number and a service user which were enciphered with the encryption key or 
encryption key, and cipher system (11) of the purveyor of service to a service user, and it 
transmits to him, A transaction number is enciphered to a purveyor of service, and it transmits 
to him. The enciphered transaction number shows code confirmed information (23). A service 
user stores the transmitted transaction number and encryption key or encryption key, and a 
cipher system (1 1). 

** A service user transmits a transaction number to a purveyor of service, double-sign-izes the 

transaction number as which the purveyor of service was enciphered, and checks it. 

** A service user receives data service from a purveyor of service directly. 

** As for courtesy rates, billing is made by the service agency organization from a purveyor of 

service, and a service agency organization or a settlement-of-accounts organization settles 

accounts. 

Even if the service user who has consented to settlement-of-accounts pulling down, and a 
purveyor of service do not deal with the problem of the settlement of accounts about service 
use directly, by passing a service agency organization, settlement of the expense of a small sum 
can be possible and service can be received simple. 

[0035]The home banking using coding information exchange system is shown in drawing 15 . The 
account opener who established the bank account to the financial institution C, With the 
encryption key or encryption key distributed from the financial institution C through the child 
station (2), and a cipher system (1 1). A user classification symbol (9), user-attributes information 
(10), and a child station classification symbol (12), It enciphers together with transfer 
information, transmits to the financial institution of a key station (1), it decrypts in the financial 
institution of a key station (1), an account opener is attested, and remittance processing is given 
to other account openers of the same financial institution C, or the account opener of other 
financial institutions D. 

[0036]The system which performs positive delivery of the message by an electronic intelligence 
control mechanism is shown in delivery irayying J6_of a message. An e-mail transceiver person 
child station [ which was registered ] (2) Is in secret touch with an electronic intelligence control 
mechanism, and sets a password (16) as it at any time for every mail address. The set-up 
password (16) is transmitted to an electronic intelligence control mechanism. 
** Through a child station (2), the addresser a enciphers the mail address of a transmission 
destination to an electronic intelligence control mechanism, transmits to it, and performs the 
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Request to Send of a message. 

** An electronic intelligence control mechanism enciphers the addressee's b encryption key or 
encryption key, and cipher system (1 1) to the addresser a of the child station (2) A, and 
transmits to him. 

** The addresser a enciphers a message and transmits to the addressee b. 
** If the addressee's b decryption is successful, the child station (2) B will reduce one counter 
of the number of times which transmits reception decryption confirmed information to electronic 
intelligence control machine Seki, and can receive with set-up the encryption key or encryption 
key, and a cipher system (1 1). If the value of a counter reaches the set-up value, the encryption 
key or encryption key, and cipher system (1 1) will be updated from efg by drawing 1 6 to hij, and 
efg will be eliminated. 

** Give the addresser of a child station (2) delivery connection from an electronic intelligence 
control mechanism. If an electronic intelligence control mechanism distributes two or more 
encryption keys or encryption keys, and cipher systems (11) for every mail address beforehand 
and an addressee receives a message by a child station (2) only the set-up number of times, the 
encryption key or encryption key, and cipher system (10) will be eliminated from a child station 
(2). It connects that the message enciphered between the addresser a and the addressee b was 
sent via an electronic intelligence control mechanism, and delivery of a message can be checked. 

[0037]The example of the information management of the intranet in a company is shown in 
intranet drawing 1 7. Child station (2) ^ connected to LAN (18) child station (2) 21 connected 

with child station (2) 1k via the Internet .. child station (2)2j — and, With the intranet connected 

via WAN (20) which comprises child station (2) jp connected by the remote access. By using the 
encryption key or encryption key, and cipher system (11) which it not only defends the 
information which accesses a server by a firewall (22), but generate and distribute it to the child 
station (2) to which the server of the key station (1) was connected, The system which can 
maintain the security of all the information which goes via the server of a key station (1) can be 
built. Even if it strengthens the security to the information from the outside with a firewall (22), 
when an organization becomes large, it is a big technical problem how the security inside a 
firewall is secured, but. The managing system of a disposable encryption key (Throw Away 
Encryptical key) solves this problem. 

[0038]The case where a common encryption key or encryption key, and cipher system (11) are 
used by drawin g 18 is shown. The child station a, the child station b, and the child station c 
share the common encryption key or encryption key, and cipher system (1 1) which were 
distributed from the key station (1), and information can be communicated only by authorized 
personnel. The renewal of an encryption key or an encryption key, and a cipher system (11) is 
set up by application service, and can respond to a member's change flexibly. Also when using a 
common encryption key or encryption key, and cipher system (1 1) for a bulletin board, the 
attestation of authorized personnel of a security function is high as compared with a password 
(16), and when restricting and discussing a problem, it can use. 
[0039] 

[Effect of the Invention]In order to pass an encryption key safely to all arbitrary communication 
partners' persons, the public key and the secret key method are performed, but. Since a key 
station can manage all the information when the purpose is attained by building an electronic 
intelligence network by the relation between a key station and a child station, and exchanging 
coding information only between a key station, a child station, and the registered user, If it 
manages with a disposable encryption key (Throw AwayEncrypticalkey), a user will not be 
conscious even of existence of an encryption key (Throw Away Encrypticalkey), and 
management in the individual of security will become simple. 

[0040]On the other hand, to the criminal act from the outside which went via WAN, access from 
the outside was restricted by the firewall and security is secured. However, if an organization 
becomes large, the importance of the security of the information network not only in the defense 
to the unjust information access from the outside but an inside will increase, but it cannot 
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defend in a firewall. Although One Time Pass Word is effective about attestation (Authentication) 
of the person himself/herself also with an internal information-and-telecommunications network, 
it cannot respond to the confidentiality of information. The coding information exchange system 
using a disposable encryption key (Throw Away Encryptical key) is intranet etc., and can secure 
security regardless of internal and external access. 

[0041]Since the Internet originally comprises a client/server system, The utilization system of an 
information~and~telecommunications network can be constituted from relation between a key 
station and a child station in many cases, and the exchange system of coding information using a 
disposable encryption key (Throw Away Encryptical key) and a cipher system can expect the 
usage in a broad field. 

[0042]The coding information exchange system of the disposable encryption key (Throw Away 
Encryptical key) managed between the relation between a key station (1), a child station (2), and 
a user (3) is used, Maintaining the security more than equivalent mostly with the private network 
using a dedicated line, even if a user does not know the contents of an encryption key or an 
encryption key, and the cipher system, he can build a safe private network using the open and 
cheap Internet and a public telephone network. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1This document has been translated by computer. So the translation may not reflect the original 

precisely. 

2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWING S 

[Brief Description of the Drawings] 

[Drawing JjThe system configuration which manages information with a disposable encryption 
key (ThrowAway Encryptical key) with the information-and-telecommunications network which 
comprises a user, a child station, and a key station 

[Drawing 2]The assignment of a function which performs coding information exchange between a 
user, a child station, and a key station 

[Drawing 3]The method which performs renewal of the prepared encryption key or encryption 
key, and a cipher system for the information which manages a key 

[QrJMD_g_4](a) The number of the courses which pass an encryption key among N persons 

(b) The number of the courses which constitute the relation between a key station and a child 
station, and pass an encryption key among N persons 

(c) The number of the courses of an encryption key when the relation between a key station and 
a child station is constituted, and also a key station is constituted on it by having made the key 
station into the child station and a hierarchical key station and child station are constituted 
[Drawing 5]The method which a user registers to a key station through a child station 
[Drawing 6] A user registers to a key station through two or more child stations only by the 
information communication of a communications network, 

[Drawing 7]The managing system of the disposable encryption key (Throw Away Encryptical key) 
generated between a key station and a child station with its sleeves tied back 
[ Draw ing 8]The managing system of the encryption key or encryption key which transmitted to 
the child station from the key station, and the disposable encryption key (Throw Away 
Encryptical key) used for encryption with a cipher system 

[Drawing 9]Coding information exchange system which transmits and receives the information 
which relayed the key station and was enciphered between child stations 

[Drawing 10]The application service system which performs information processing which a key 
station waits for the information between child stations to gather, and is concerned between 
child stations. 

[Drawing 1 1JCoding information exchange system which generates or chooses and distributes an 
encryption key or an encryption key, and a cipher system with a key station common to between 
child stations 

[Drawing 12]The system with which a key station and a child station communicate coding 
information directly with a disposable encryption key (Throw Away Encryptical key) 
[Drawing J_ 3] The transaction system on the communications network accompanied by delivery of 
goods using a disposable encryption key (Throw Away Encryptical key) 

[Drayyjn J g.._1_4]The system which performs an information service using a disposable encryption 
key (Throw Away Encryptical key) 

[Drawing 15] The system by which an account opener performs a home banking via an open 
network among financial institutions. 

[PrayyJng. 16]The system which delivers a message using a disposable encryption key (Throw 
Away Encryptical key) 

[Drawing 1 7] The system which makes high information communication of security possible 
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regardless of the inside and outside of a firewall with the intranet which passed LAN and WAN 
using the disposable encryption key (Throw Away Encryptical key) 

[Drawing 1.8] The information exchange method using a common encryption key or encryption 
key, and cipher system 
[Description of Notations] 

1 . Key station 

2. Child station 

3. User 

4. Application SOFUTOUE for key stations using coding information switching function 

5. Application SOFUTOUE for child stations using coding information switching function 

6. Assignment function of key station of coding information switching function 

7. Assignment function of child station of coding information switching function 

8. Assignment function of user of coding information switching function 

9. User classification symbol 

10. User-attributes information 

1 1. An encryption key or an encryption key, and a cipher system 

12. Child station classification symbol 

13. Key station encryption key management data 

14. Child station encryption key management data 

15. Information which carries out updating management of the key 

16. Password 
1 7. Internet 

1 8.LAN(Local Area network) 

19. Public telephone network 

20. WAN(Wide Area network) 

21. Information packet 

22. Firewall 

23. Code confirmed information 



[Translation done.] 
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Filing date: September 12, 1997 

Specification 

Title of Invention: Cryptographic information exchange system 

— Omission 

Detailed Description of the Invention 
Embodiment examples 
Delivery transaction 

Fig. 13 shows an example of a commodities sales transaction system in which delivery 
of a commodity is performed via a communication network. A parent station (1) relays an 
order from a purchaser to a distributor, and performs a settlement of the transaction when the 
sales agreement is reached. A purchaser at a child station (2) places an order of a commodity 
that he or she would like to purchase, and a distributor at a child station (2), upon receipt of the 
order, delivers the commodity directly to the delivery destination. A purchaser registered at a 
plurality of child stations having signed up and connected to the transaction relay/settlement 
organization and a distributor registered at a plurality of child stations constitute a commercial 
transaction communication network. The following describes an embodiment example where 
the parent station (1) relays information of a user (3) for information exchange. The 
transaction procedure of Fig. 13 is as follows. 

(1) A transaction start request of a purchaser is transmitted to the transaction relay/settlement 
organization together with a user identification number (9), user attribute information (10), 
and a child station identification number (12), and the transaction relay/settlement 
organization decrypts the same. The user identification number (9), the user attribute 
information (10), and the child station identification number (12) are used to confirm a 
purchaser. 

(2) The transaction relay/settlement organization generates a transaction number, and an 
encryption key of a purchaser (or an encryption key and an encryption method (11)), and 
distributes the same to the purchaser. Upon reception by the user, the encryption key (or 
the encryption key and the encryption method (1 1)) is updated at the child station (2), 

(3) The purchaser encrypts the URL (Universal Resource Locator) of the child station (2) of the 
distributor, information of a commodity that the purchaser wants to purchase, and the 
attribute information of the purchaser, and transmits the result to the transaction 



5 



relay/settlement organization. The transaction relay/settlement organization decrypts the 
encryption, performs authentication of the purchaser, and confirms the credit. 

(4) Then the purchase specification of the purchaser is encrypted using an encryption key (or an 
encryption key and an encryption method (11)) of the distributor, and is transmitted to the 
child station (2) of the distributor. At this time, only information involving the commodity 
transaction is transmitted by means of relay to the distributor, and so the purchaser is able to 
purchase the commodity anonymously. The encryption key (or the encryption key and the 
encryption method (1 1)) of the distributor is generated and distributed, for being changed, 
by the transaction relay/settlement organization according to an arbitrary concept of its own. 
For example, it is contemplated to update the number of times of transaction having been 
set, or in the time interval having been set. 

(5) The distributor confirms the specification of the order, and informs the transaction 
relay/settlement organization of the order receipt and a scheduled delivery date. The 
transaction relay/settlement organization decrypts the encryption, confirms whether the 
decrypted result matches the order, and performs internal settlement processing. 

(6) The transaction relay/settlement organization reports the transaction agreement and the 
scheduled delivery date to the purchaser. 

(7) When the distributor has transmitted a commodity delivery report to the transaction 
relay/settlement organization, the transaction relay/settlement organization performs the 
transaction settlement between the purchaser and the distributor. In the case of performing 
transaction involving commodity delivery on a communication network, it is possible to 
perform the settlement after receiving the commodity delivery report by the relay of the 
transaction relay/settlement organization. Accordingly, it becomes possible to perform the 
settlement at the same timing as the timing of the relative transaction, which enables a 
similar relative transaction settlement as in the case where an actual commodity is 
purchased by cash at a shop. This enables to alleviate a risk of causing such problems that 
a distributor has delivered a commodity but a purchaser does not pay for it, and that a 
purchaser has paid for a commodity but the commodity is not delivered, which are possible 
between a purchaser and a distributor. 
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FIG 13 



®: transaction start request 
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(A): purchaser authentication 
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commodity name 

commodity code, specification, item 

price, tax, shipping cost 
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delivery destination 

name, address, telephone number 

scheduled delivery date 
whether receipt is required or not 
(5): order receipt report 

identification number of child station 
name of distributing agent 
transaction number 
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commodity code, specification, item 

price, tax, shipping cost 
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delivery destination 
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©: sales agreement report 
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(7): delivery report 
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mtW§--}y& (11) *5E»M--6ll&#fiBB^«ttfje 
[H*JM6 ] ft*Jl5C^V^T. N; fflcD^M ( 2 ) £ 
fSfcL^IPg Cl)j^^, N k -fl^^ ( 2 ) 
Jtffl^ ( 1 ) #K«£*H*feL)ti: LT, KfEtO^ 
( 1 ) ( 2 ) i: LTSsas^^fciK^ ( 1 ) 

[H*H7 ] M3cJH6l;:iHvt\ mm ( 1 ) {4^© 

( 2 ) izmznmttz^m^ Kim^mtm^im 
(in TiBTLv^ati L<(4Bg^-iitBt^^ ( i 
i ) zm^itLx^m ( 2 > cis^l. ^ ( 2 > im 

1 ) X\ MLtiV&fcZtiX:V8-fmi>L<lffi*mb 

vmj& (id £fs^tL. w(2) ^^Bf^ii 
®a-r-^ (14) izmtiZiix\^m^mi> l<(4bi 

-f-ii^Bf^-^r^ (11) ^^TfStt^SBf-^'|f#^^ 
[|f3RJM8 ] it*JB6CM-v^T. ffig ( 1 ) tiSfHrMS 

^■iitL<(4Bf^iii;Bf^^ (in *mz=?m 

( 2 ) AjEf&LfcBf^fltk L<i4Bf-f-|itBt^-^ ( 1 
1 ) ^ffilStflil^fcU^ ( 2 ) KlfftL, ^ 

( 2 ) (4i^Bf-^^a^kLT^Bf-^-a«Jl-r-^ 

(14) tc«JiW-SBS#fl|ftB^iSjC. 

[lt*JM9 ] WM7 t L<{4ff*H8tMv^T. iUff 
7C^fffl# ( 3 ) **S£fiLfcv\i|MR*> L<«4SSc«fiJffl 

^ ( 3 ) u^mmin^-itLxmm ( 1 > t;M<t l, m 
m(i) i4Bg^^fi^tLT. mm^mm^ (3)0 

m*mt> L<(4Bf#«i:Bt#^ (ID T'Bf^tL. 
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( 2 ) mmmL. mmcommm < 3 ) 
ithxmtjtemmm (3) ^^>if#£Sftu mm 
jt t mm^rsx-mm ( i ) £ *m l x m^mmco^m 

[imm l 0 ] If *JM 7 i> L < (iff *JB 8 izm , W 

mm i3) ^mLfz^m^L<immcommm 

( 3 ) fcHSSE^fT-Sffifc. SP5 ( 1 ) JigflTCtftfiJ 
( 3) cOHf^@tL<(±H^I«i:Bg^^ (11) 

£^m^>f'jffl*is$iJtE^- ( 9 ) mm^tix^^m 

( 2 ) ^earu Mimcommm < 3 > {±iE^$ti^Ht 
■^bi*> u < iw^r^c (id x-mm^^t 
lx. mmfaommm o> 'vsssmiu sfit^ij 

[ff^ill 1 ] lf*iM7t L<(ilf5RJB8tcM^T. T 
T'Jt-yayf-t'X, i>L<«ifM# (3) 

t\ mm ( i ) t±Kssnfc*uffl# ( 3 ) t*a«Ht^- 

fitiL<{iHf#«itBf^*iC (11) t> L<{iBf-^iils 
WIS (23) ^fiici L<li«U Wffl^ ( 3 ) OfiJ 

ffl^iis'JiE^- ( 9 ) wsmztuzT-m ( 2 > t> l< (±h 

[ft 5f<il 1 2 ] lt*JB 7 i> L < (iffsM 8 tMv ^X , ffl 

mm ( 3 ) tag ( 1 ) or B iTW^t>tw$g<7)3cff ^ 

^BfWIMI^sL 

Cft^il 1 3 ] ll*iM9S.t/1t*iB 1 0S.Vlt*iI 1 1 

s^rfffg^ffl^ ( 1 ) izikxmmi?z&, mmcommm 

(3) tra^srru^-^ay-^-fx^Mn^ffi© 
( 1 ) tfftofmms&mjjiR. 

umm 1 4 ] if ^ 1 2 ncfcut, eg 
^mn^mMm$:mo^g>mnTy°vy-^3>v7h 

?x (5) ^-fyxh-^L, ^ (2) ^SttSixT 

v^fijffl^iis'Jie-f- ( 9 ) c^ftjffl* ( 3 ) **ESfA*s 
f^s-tf ibfrry 3 yt-h"^*sfi ( 2 ) tds 

ttStLTVS*!lM#iSSJi!llB# ( 9 ) ^fiJfflU ( 3 ) izlt 

tot. ^em^mmm o> t^Bt^wffi^^m^ 
[^osM^ira] 

[00 0 1 ] 

tf W A N £#Jn t A * t i: o T * ~T VXWiWfi 

* orais i: lx . f-mL^m^mm^m^mx l . 



T- * ^ >- ^ x A <D^I&*H£i^rm £ #P fflt: L T B5 
bwd »yXfA^f- ^ S: S ^4 ;kx *» 

[0002] 3SfI*K£t&raH£R&<"K(i:, 3tflffl¥ 

m.comm. mf. mmim^mmm^mm-x^^ 
x o mmmmtmo ±x\ mmzm^tt&m 

m^tz b \^z hxmm^-h mv> B8ffi#2W#Gra 

[0003] 

[ m&>m-t h msttw ] m^ff mmmmx^^m 

[0 0 04] 

-rs^tc. wig^Bg^tLT^i twi^iii^wfiai* 

mxzmi x^Azmmt . 'wm^%^ifBafm.^it-t 
^jr^izmthmmff^x^h, x, lmmw** 

[000 5] 

nmmizttLx&cnMtcmmtffo h . 

3 gElL »if»i(:Stl.^a l Jf^iS 

[0006] n AcomxMmzm^mm^-t^ t , 

(EI4) atfcWT. N (N-l ) / 2 tfOgB&TBf^H 

[0007] m^kLtzmmttm^mxmn-thmzii 

Bf^ft * IBM t T v ^ t-HitrSr ^ 5r v ^ Bf^^fSmtcSf 

§^*6w^x-7- b'^l^S^^r^^ "9 LX . feMA 
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[0008] fffBfflflSBT-^fl^litSiX*: *) , Bf^- 

-f t l r v t mm § ft & «?> * iz m <* a** & stirst 

W»£A§ <tM> „ rwi 3 &SS^£&MfcR&<*3& i *'k 
[0009] JSffiJK^fcJtKLT. 31ff SLkTlffiifli t ft 

ftft&fcig 0 3X*f 0 LT ^ 4 . ffiiftOlB*^ 3 'ft # 
i&HiXJ4ffc&£& -3 U x ? £H a . 'ft «Blfi*rc 

[ooio] ^Azm-oxm&zti-ox^Aiizwwz^ 
cDmmx'fc&„ 

[0011] 

i&mzjfctX^ S^MT^Hf^ [Throw Awa 
y Encryptlcal key] t>L<{i:ffiV^ 

xwmmtvm-ttOktfiL. 'f-mzmn-thcnx. 

* o t LX t . §U^ML*:Bt^£ti L < tiBf^Sti: 

Lx^^m^Bi^mmm^tx^r. *xt im 

[ooi2iiai mm 2 x^mmicmmmm. a m 
ifflwry^-ygyy^fw (4) z-jy^h 

~>vL, m^'mmmmm^mm^wmt (6) 

■h. A b ( 1 7 ) . LAN (18). &3fe£ 

mm ( 1 9 ) £#t?WAN (20) SrigSLT. iU^ 

( i ) teauAfSML^M ( 2 ) t^-mmcD^.m^n 

iSfi)c§ft^ffl^ ( i ) t, w%fflmm®&y=?m<?>ft 
mm. (8) ^m^^tzm^mm^mmmimo^m 
fflwry^-yayy^hw (5) HyxH 

IP6 < 1 ) ^JPAff^t^^V3>tt<{i#t!j 



E?ix^fl ( 2 ) i: . Bf^fffR^mW^f'Jffl* 

( 3 ) cvttmmm < s > ^w-h. mm (D iz^mztc 
fzmm^ ( 3 ) . i> l < iz^-m < 2 mm >x 

ivfcT7V ^yavyyfW (5) T'fiJffl* 
( 3 ) ( 2 ) fc-tM^L/ifra^ 

( 3 ) ^A>fi!cSBf-?WfR^mafIffl^«B!c-r^o 

[ o o i 3 ] «im ( i ) ( 2 ) hcDr^ifreBi-^ 
lit L<itm^mtm^-^ (id ^m^m^ ^ 
^ ( 2 > <vmxm^Mi>L<im^mtimtt < i 

feut#«it t<«Bi-^it^Bf^^ (in imm 

( 1 ) 7&ffcLT«SLT^& W\ ^ ( 2 ) c^PbI 

t\ Bg^a^^ijtM^-^m^^A^-r. Bt^itiB^ 
pi o , HH^jiBf l < im^mtv&tt ( i 

[0014]|P(1) { 2 ) &V'fiJffl# ( 3 ) 

coBf#flf«Bdji^^ § wmmm 2 x\ ftwm&L 

1 . fjffl* ( 3 ) /j^com^mh L<i±m^mtB§^jj 

S(ll) toffirmst. fcL<(irru^-^ay-9-- 
b'^T^f ^ ^ h 36«#fe£ L^Bf^^lfl^. & -I. > 

girc, mm c 1 ) tifjffl* < 3 > m^is<ot> L<ii 
«i*^Bf^iit>t<«iBf^iitBi^3t (in 

2 . mmv&mm?-? (ni^ mm%mm% 

( 9 ) mztkf&ii L < {±3iKL!tii&^fiti, L < (±Bf#« 
i:Bf^^ (11) ^KSrTS. 

3 . ^tlffl^ ( 3 ) ^fiJffl^UB'JIE^- ( 9 ) tffflfyZizX 
^&=Fm ( 2) ^&j&l>L<im9lLfcvm&i> L<(i 

■f^itfcBf^-^ (id sjE^-rs. 

4 . Wffl^ ( 3 ) WSliB^ f lJffl#IHS!liE# ( 9 ) 
JSL. iSmii&Wgai-r-^ (13) ^IBIiL, 

hs'jie^- ( 9 ) tttmzimxmmmm&mm < 1 0 > 

SrIESiL. fijffl# ( 3 ) ( 2 ) £iILTSP§ 

( i ) ss&MLttm ( 2 ) ssmmmmmm- < 9 > 

ffi^JL. ( 1 ) ^®«*ISa6^rh*fiJffl^3SS 

5 . ^ ( 2 ) OjPAfS^B#, ^^llSiJIE-f- ( 1 2 ) £■ 
±J£U ffl^Bt^ii^JlT-^ (13) ^lE^L. ^ 

( 2 ) 'sstflrrs . 

6 . =?m(2) <?>?j]&ttb=?m ( 2 ) tcDmmmm 

7 . Bt m&M&t zmmLfzTTv*r~ya yy-- 

8. mmtztvfcmmmmw&ir o) tfoffl^attw 
is ( 1 0 ) Rv=FmmifiE& (12) ^smt. ffi^Bg 
#anfai-r-^ (13) tm%&i>itxmm% < 3 ) w 

IIIiESr^Ta „ 
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[ooi4] ^tiizMm-t^^mm^mmm^mcD 

1. mm a) t ettmtw 

2 . mmmmwi-w ( 9 ) &mtiLxu&mmm ( 3 > 
teo»f#stt L<«Bf^-iii:Ht^^ (id &mm% 

3. mm (i) &=Fm ( 2 > tcitfpL^^tME^- 

(12) £*&ttU ^liBiJIE^ (12) ^fiJffl^liS'J 
lE^- ( 9 ) fc-^tcfiJffl#Kttffi# (10) £ft^ 

( 1 ) izmmi-& „ 

4 . ( 2 ) {i^MBS^fi«51v-'-^ (14) t^gtt 

LTv^#»*i.^tiisia:<ofiffl«^3'jfa^ 0) 
# ( 3 ) coy*?" v I-—*/* y-^-^^^mw^mt-t 
5 . =?m(2) n&MLx\*&mmmmwffl < 1 0 > 

^-SPt L<(i^T^fiJffl# ( 3 ) #AJ2W«9SS3t# 

ahzbifimxte^zoizTm (2) ^mtx&z. 
mmm < 3 > #isfiHifR£¥^A;b^s¥ra£#«&-$-£ 

6 . frjfflit ( 3 ) i>i!,WU7- P(16) O^M*lf 

*stt#(tr. ffls ( 1 ) ^it'ifiB^^m u ^ 

( 2 ) ^gPT-MLTV^Jir^ii^t-CV^^-^ 

7 . mmm < 3 > a*m ( 2 ) ^mi-tas^m ( 2 > 
kt<y« ( 1 ) tmmm^om. m^tttzm 
mm o) mcrmn-m *> l < (±n&^«t us ^rae ( 1 

C0015] m^Bt nm m$mm<r>n mmofttm 

m ( s ) « 

1. fM(2) fcL<li«i ( 1 ) SrilLTTTU ^r— 
is b y^-b'^T^^-Sftlffl* ( 3 ) LT^JRtt'lf 
i(10) £A7J. ilfiU 77y^y 3 yt-t'X 

t-s^LTv^^&^fl^fjffl* ( 3 ) t txrnm 
( 1 ) tas^-s . 

2. ?M(2) «,L<aaH ( 1 ) £MLT. TT'Jt 
3 . ( 2 ) £ffiLTfiJfflW[£'lt$fi (10)^)- 

a, t L<i±^x<7>mmzmmm < 3 > ^a^-t-s* 1 , 

MttW#g^-^t L<{i^^W ( 2 ) MSttLTfe 

(5) (2) Wyxf-^L, tt<(± 

AgE^Affi;WMg£fi|ffl* ( 3 ) WtfootftffL. 

mmm < 3 ) ^Am7js#*itT-^ ( 2 > «77y^ 



(2) i:-flsfc3:&m\ Bfr*MffB3SSI«it£te5^ 

( 3 ) ^at^^^T^f-ri. . 

5 . fflffig ( 3 ) OlEffit'MfCV^^^V-F ( 1 
6) £ffl$$S£t&. 

[0016] mmm ( 3 > ( 1 > ks»lt. * 

AT**; hcD|g|iE*#-S»^^ ( 2 ) h§U^ ( 1 ) 
^fST"^fIt--g>f[Jffl«[4'lt# (10) J; LX&<7)3 

~3<wmx-W£i-&. 

a ^rotmme^ ( 9 ) 
b =Fmmm^ (12) 

2 fiiffl* ( 3 ) ffi^smx^mthmk 

a A*X7 — K (16) 

3 ftiffl^ ( 3 ) co&ikMfrmm 

a 

b {±FJf 

c jpA^mtss-^ 

d t^-^7Hl/X 

e &|fiE ■ ffififtlE ■ FtSW= ■ WSSil^&tef&fTS 

*ut*A iMs^s »»i;iE§ tifiiwm^m 
s warn. 

mm < 1 ) #^L«$-&tiH8(i. ^ ( 2 ) mm 
mm (3) &mm < 1 ) t,zmx&mi>L<&m$mi,zm. 
ma) iJ t £.f&wm-&mBrc. =r-mcomm-^ < 1 
2 ) ( 2 ) £&J3 ( 1 ) tfmtt&teMz®m't 

SOT, -fM (2) cDmmt$Sg«^£S'J9ST 
^'W^MItS'JlE^- (12) 5flL, 
^im ( 2 ) tffiffiLT. ^©Bt^aWIlT 1 -^ (13) 
Rt/\ ^mW&S&mrf-s' (14) T^iig'JIE^ 

(12) ^fitu^. fra^iisijia^- ( 9 ) mm 
m ( 3 ) (:*at^T. as ( 1 ) M'ffi ( 2 ) t-«« 

«SL, £E;*t«:*>oTWfflStLS. fijffl* ( 3 ) C7>|B 
SrClfa-f-SfilSBi: H (16) ^1 

^'MiJSMlJt tT, Wffl^ ( 3 ) *»77'J ^-s^h > 

^r-Mixcomm^iL-ox , j-m (2) smtx^xx 
tsLmm ( i ) tmrnm ( 3 > ^MiiEw^'if#t tr 

^N°xv-H (16) (iMflOi: LT. Wffl^ 
(3) <7)^,mzi.-oXcr>7t.Um^fihifi. f0ffl'l4S:±if 
SJt«>, fJI (2) ^{zm^Mtm^fi^i-o^z 

mHt^^mxht , a-x7-f (i6) i±m=m 
^m&zffiitt&tisbiz^ mm. =?m(2) rs3e# 

«#*?rvv SUM ( 1 ) t L<(4^ ( 2 ) X^mLX 
\\&mm% ( 3 ) ftcD^-XV-K (16) 5r^H-f-^. 0 
fflffl^ ( 3 ) <Z>ifc&fft£fifffii: LT. ftig^, f±FJf^^' 
^n^Wlffgti. ( 3 ) ^SUjffl© ( 1 ) 

\iz%&t&niizMm% ( 3 ) <7mm:frtox%m-&in 
mx\ mm^mmz. m-. z^mmzmmm < 3 > ** 

#T'A7J-T S <5D(i#S Sr ^-T -I. W T- z\ti t> cd 'If #60 v ^ < 
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[0 0 17] Bg^-H€L<(±Bf^iitBi^st (11) 
IP* ( 1 ) ^Bf^»^L<{iBS^|itaf^-^ (11) 

«hci±spi ( i ) tTm(2) b^mx-m^fc. is 

t^-m (2) <?5iaT. s:v^-stL/sBi-^it>u<(4Hi 
#»fcWf#2na (ii) £tEi§. iswiLths. 

3. h^shhtS* 

4. mcowMmm 

mcv±mmmmz. mmm o) i>i< imm ( i ) 

(id *—mz=?m ( 2 ) teEfljLTtJik #5E«fij 
<z>, iiM ( i ) t=Fm ( 2 ) r H i<^aoiri$T-*&ii£ 

SfflfB (I5)t,ffl(2) tf«§^Mi> L < ti 
BS^ftfcBf^-^ (11) £3g£Lfc*Sfll£fB6-$-&« 

sa© ( i ) fc^s ( 2 ) ^'^tfta<7)«j£fE 

S^-C^-S^ffi^i&^Ji^ ( 2 ) tmt:$&£~t&cob 
m<.®M(l) UpU 

( 2 ) (tffig&'gft&t.'&m ( i ) a**&a£fflg 

mz&^L^ftiim^^ mtt£. =?m (2) 
lEm^x^&^MhLKWi^mtm^tt (id 

Bf^atBH-^ (id csftst^, ( i ) 

( 2 ) «rat\ fijfflii]ifc^iw^--g.ftaw«±^Tfi 

iS$ft.T^T£>. MHI^M ( 2 ) t'fiJMS^^g 
( 2 ) T'%V^^fl^fflffili:T-$&V^\ ( 2 ) 
T-¥«LTHf^Ht L<iiUf^«hBf^^ (11)$- 

[ooi8] z(?>mi~c®m-t&v8*fttbv&*miz. 

[0019] z^mmzm^x, vs*mt>L<\m*m 
tBf-^^ (ii) mmmm. naco#jp&j&*2£>s 

fiBKHISt^T. (04 ( a ) ) t^i ( 2 ) tffflS 



KfitSE^S^^E^BSKJiN* (N-D/2T 

hht>\ mm ( i ) t=?m ( 2 ) wiartfttosfiStfiiffls 
ti (1^4 (b) ) -cNt^o. BS^-ii^iaffigs&iiffm 
<offl¥fcE^rrs«ocjtKLT ( n - 1 ) / 2 

Sgfc, (H4 ( c ) ) "CKffla^ffla ( 1 ) £ 

( 2 ) k.M&LTmfc%mm ( 1 ) siftit, 

( I ) ( 2 ) t Lxummt&mmtm* 

t^W^fflS0£8M*ix3£t& b . 'SmnX'WtN b 

Kizm^t. mm^ L<i±m^mbm^-ij^ (id 
[oo2oiw(2) otsi ( 3 ) ^aii 

SlJm ( 1 ) ( 3 ) «9£S£5l1-ftft&B#. *M 

* ( 3 ) *«*AT**i fciOli^SttfliiftrKST*)^. 

zzxn, mm ( 1 ) , ?m < 2 > s fijs* ( 3 > ^ 
%m¥Tmrn&g&zti&frzm (5) -c^-r. 

1 . fUCf§ ( 2 ) *^77'J y-y 3 y7o/7A 

w^vcr-F^^as ( 1 ) t^ntttfh* mm 
»f\ tf«t) L<(±B#^iit Bi-f-^ (ii>^ 

1(2)WIP Address * iflEfffBi: LTISil 
T'i=-g>« ^>y PAddre s s|J:-ftH 

(2) fcim^MJBLT^&v^ fe^»^>Kfi 
coffi^UitO. *ex^ftt/tO. HSgLfctf&t'oJt 

2 . r7Vn- K Lfc7n/7i. ( 5 ) £=?m ( 2 ) \z 
A >X V— JUL. "f-m ( 2 ) C7n/5Aif<?)fl1f 

Hf^i|fcL<{iBf-^ltHf^^ (11) 

3 . ^ffl# ( 3 ) immm^-rmmmmmmm < 1 

0 ) ( 2 ) SrjlLTATJU ^ ( 2 ) ^t^IS 

( i ) tzmmtz. 

4. ^(1) amm^r'wmtLLK^m^mbvs 

(II) ^itll-L. if^tS««B», fijffl^g 
ttfiSB (10) ^fiSiJIE^ (12) 
fJffl#mS'JIE-f- ( 9 ) ( 1 6 ) Z± 

5 . ^H6S!IIE# (12) at^ 'Jffl^S'JIE^- ( 9 ) R 
TfW&^V—Y (16) ^mtLX^-m ( 2 ) ^.iM 

6 . ^ ( 2 ) (iBf^-fbSiut^^S'JiB^ ( 1 2 ) S, 
V\ ^IJffl^ligiJIE^ ( 9 ) St ( *JiA'X7- F (16) 

zm^ttx. =?m(2) izmMLxmm-h. 

7 . fiiffl# ( 3 ) (4. mmmmwft ( 9 ) i«« 
xv- v (i6) *«fs-rs. 

8 . mm^f ( 3 ) i4^°x v- f (i6) co^m^m^ ^ 
=?m ( 2 ) jiufTi\ jss < 1 > 

9 . Wffl# ( 3 ) (4*!lffl#l8BrHE# ( 9 ) . s^XV-V 
(16) ^^rtffiJffl^JKtt'ltlB (10) i=Ffsj (2) £ 
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fflLTA^U =FWs{2) \±^m<r>mm (12) 

izmm < i ) KjUft-rs . 

io. mm < i ) fijffl^^tisiJiE^- ( 9 ) t^tet 

Jt^XV-F (16) £^tff'Jffl^«ftflrf6 ( 1 0 ) R 

v?mmm& (12) zmm-tz . 

1 1. MflK^Lfcfllfg^fttT^AT'liSClfcSfliig 

( 3 ) &=?m ( 2 ) ^lt, mm (i) 

So 

12. sag < 1 > izmmmmmm < 9 ) Mixta© 

( 1 ) ^f^fc^-fffisfr^lS*^ URL, un'v- 
? ^ * BH^-t 5 # - K £ &fr*-£ . i O # - F (if ij mm 

( 3 ) t hyrjimcom^, mm a) ^fiotflt 

[00 2 1 ] ^yn-K§fi/;7o^7Afi — ZKFFf- 

MmcD^m (2) T'Wffls^s^Tt&tt^av^'. saw 
( 2 > x-mm^nx 5pijffl# ( 3 ) ^astBttHf 
u<(4Bf#flti:Ht^^ (id *^MsnrflM 
liztct,*^. -^<7^m < 2 > x-mm^mmm < 3 > # 
siiLTt. «S(?)Wffl#iisijiE^ ( 9 ) t. mmmm 
s'Jta-f- ( 9 ) t,zftj&Ltef&tti>L<tev&mkBmj 
& ( 1 1 ) ^"§m ( 1 ) RV^m < 2 ) izmfeztiz. 
^xnpf-m (2) ^MtT. wtLemmm 

( 3 ) **T7°U tr—isa y^^-b'X^flJfflT-'t * „ 

[0022] im<?y?m < 2 > ^siLrMffl^ ( 3 > 
t*^£*[|ffl-rs^-. fijffl^ ( 3 ) 

( 2 ) si-r-^-fx£fijffl-t-sfi(tt-t< , 
>v<&pm ( 2 > w\?)Mmzfoh^m ( 2 ) sat 

*C , If-b'^^iJfflLfcM*^ SUL^fOT* ( 3 ) 

(3) tfc^TSfcU*. i^^HSjfPM-rSiifiiHi 

cd mz=?m ( 2 ) azmlx, mm (D izm§Lx 

^SfUffl* ( 3 ) a*^M ( 2 ) BiliU, fflffl* 

HS'JIB^ ( 9 ) (16) ^^orry *r- 

5^3 y^-b*x**S^rrsf)Jffl*a<7)JSi±fflfffi (10) 
£ A^J LT*li^SI*#fif^i& ( 1 ) (iff 

© «M ( i ) i±£?)¥«!3 £sww. ^iiS'J#^- 
(12) j&^m ( 2 ) Bjijirc3tet£ t . Rxsmmz 
( 3 ) a^^s^t-c zfzmzmzmm&commt 

© frjfflig- ( 3 ) aSiBtteiiS^Tl^^ ( 2 ) A 
© §JM ( 1 ) JifM=& ( 3 ) a*«?M ( 2 ) AfrfeS 



© ( 1 ) (i. =?m ( 2 ) BtHfflf ( 3 ) aCOff 

ix^L^Bt^nt L<im*mbBm-tt (id 
£Efiu a^Bfrwur-;? (13) &mm-&. 
© ^ ( 2 ) Biiis^s^Bf^-iii) l< &§^mt 

»SfM (ID T-flJffl# ( 3 ) a«flJffl#|H3rlB# 
(9) ^JELfcESi*^^*,, Z<?&m%imA,tl 

fiL mm% ( 3 ) an=?m ( 2 ) At ixji^g < 2 > 

B&giLt77'J^-y3 y^O-^- b'X & flJffl"C# 

;;ti±. (2) B^SEfc^mt LTSSSBaf* 

x'fohbLxmmLtzfiK =Fm (2) B^rmxmm 

ZtiXU&MSfelt. ^m (2) «JaAfSM¥M# £fi 

[0023] isXTJ*&ffl&Lt:nfe<7)W&8i%& 
=?m (2) O^x-fA^ix^ff^'^So ^±li=r^S 
aiHi. f[Jffl#liSiJIE^ ( 9 ) k , F ( 1 

6 ) . ( 1 0 ) zmm ( 1 ) s&ml 

T. *AT-*>Sfc^-t*St*S3&«. fOffl^liSiJia-^ 
( 9 ) , ^°X<7-F (16) £#0^t^Jffl#JRttff 
ffi(10) ^iSitl^^-. S'J^)^ ( 2 ) zmLxm 
mil) (cSDASBKt. ^At^O^-f-^ffi^^,. 

«ht. tt^s^tffg^ffl^ ( 1 ) {z^mmxmtL. 

*A<DmE$:^r)W.-tmz%:h a r/'J^-yayf- 
^^aii^^OlItT. T7°y^-S>3^-f-b-XSr 

[0024] mmm<om*mi> l < {isg^-ii t n&^*^ 

(11) ( 1 ) ^UtTV^isLTi, ^ 

(id tmm ( 1 ) izn&ztLtemmmeovtt 
mbLKtemmkm^-tt (in cDn^emmz 
mmzLxn<>£mtfifo& „ 

[002 5] MfttlS^ 

07tss^ ( 1 ) T^mLx^hmm%<mn&%>L< 
im^mtm^tt ( 1 1 > t^m ( 2 > tieslt^ 
^Hf^iit t<«ni-^it^nf^^ (id k<m<?>fc 

( 3 ) C^Bf -^fitt, t < l±Bf^iit Bf^S ( 1 1 ) £Bf 

( 1 ) w=?m ( 2 ) cERM-sHi-^it l< (iBg-^stt 
m*§rtt ( 1 1 ) 11 mz=?m < 2 > ttsttsn^w-^ 

« k _ t , Bg#^ k - 1 XWHtLX^m ( 2 ) izM 
ML. =Fm (2) i±^fL£fl^-fLLTBf^ii k , Bg^-* 

x-com. "i-m ( 2 ) ^atTMSiisfts-MiBg^ii 

«Hf^iifcBg-f-^ (11) t^Bt^Bf-^WIg^SftL 

/t*^-. ^c7)fft^-(±fgttcassiiTv^Bt^it k _ 1 . 
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^Bf#Stt L<fiBf#fili:Bt#*^ (ID ^^t 

*mtv&tt (in <ommjmt%&. mm ( i > 
(in <wmifteMmT& &mmz. mmmt^ 

[0026] Bfffl&TV^ WHEfl^sS 
HStcffl^ ( 1 ) #B£^ttLfcBfHf«i L< (infest i: 
Bf-^-^ (11) ( 2 ) fcffiffiU IB^S^^Bf 

mtm^tt (in ( 2 ) awztrntz, m 
iz%mm&<7>$m-mi>L<wmmtm^tt (id 

(in *nt«*Bf^f[:. 

[0027]ffl^(l)t^(2) KXXfiJffl* ( 3 ) 

1 IPc ( 1) #*fnjB# ( 3 ) cD'flf$B£ tMlLT'fffgO 

2 frjffl* ( 3 ) m?mfflfflfO-£M&fto. 

3 ( 1 ) t mm% ( 3 ) Iffl-CliBBtf^c&fcfT a . 

mm% < 3 ) T-*^.**5iisL^f*. mm-t&mm&. 

^cStJ^Kfe^i-SA*. iiT-iifiJM^ (3) #77" 

[0028] ffiHfffixK : B9(;«g ( 1 ) W=?m 
( 2 ) At^-m ( 2 ) B^fSTlf#£KW£irc^Jl 

(2) a, B^Tfiffiwtfffi^m^a*^*^. fi 

( 3 ) aCDm^Mh L < It^Mt Bf*f-*5$ ( 1 

i ) Tm^tLfzmm'mmtmm^mmm (3)<m 
jtzmm ( i ) mzmm-z. ^mvtzmm ( i ) am 

^U^itLX. (2) Btftfijffl* (3) b^Hf^f 

fittL<«Hf#flttii»*sC (ID T'MjiW$R*Hf^- 

itvx. mmm ( 3 ) b&&&istLXu&=?m < 2 > b 
awiiSfi-ts . ^ ( 2 ) BT-^iL^fijffl^ ( 3 ) b 
nmmzm^-ikLx . ^mm^^im-th. =?m 
( 2 ) At=Fm ( 2 ) Bp^itffiffi^MSfi^fi* 
«m ( D z^mLxrmmzmm^mitfto., 
[0029] *mmmic.McDtar&. mm ( 1 ) t«$bw 

1 ia»W=3rfl!«l5l9l^t=. MMm ( 3 ) a<7)?ijffl^ 
JRttftfB (10) titg^ ( 1 ) •CTO-r-S.^i: if*, ffl 
frtiat-^'If^iCt^fiJffl* (3) bt£iS»t\ E 



2 mm ( D ( 2 ) a. Biaw*«tflf*B£»£ 

*T?i§1^ HI OcDflJffl^- ( 3 ) a^'lflg^fflg ( 1 ) 

#sfrr5 ^sy/t, pjffl# ( 3 ) bcoit#£Sfi 

[0030] fflfflig ( 3 ) mx-mmm^m^rdm 
^■.mm(i) ar^^x-mmrm ( 2 ) p H Tr«« 
nz^mtf^^iz, mi lx-^m (2) Azmtxm 
mm o) aitmmm (3) bt ^mm^mm^b . m 
^mh l < \m*mt v§^^ (in 1 1 < ti-f-^t 

ft*oS«SSM^Bt#iliSflt« (23) wffi^teffi*^- 

js^ < 1 > a. fyffl* ( 3 ) a. Ri/mmm ( 3 > 

bftilcDHf^Hk L< liHt^Stt Bf^^* (11) 
<ti^^ft6&Bi-^?i!g<f## (23) S^jiEt L< (i 

w$iL=?m ( 2 ) a&v, =?m < 2 ) BMtrs. ^ 

^■co^m ( 2 ) xM^ikLfzm^mi>L<tem^mtm 

(11) t, t<«i^^«fcl>Bf^5|f^|f# ( 2 

3) £*giWLf!iffl# (3) a. bmxn^mm^m^m 

[003 1 ] ( 3 ) T-ffl#«3llfl7Ci;SfS7n^PBl 

( 3 ) frt>mii>L<i*mst<7Mm%fflm% ( 3 > ^ss 

-f-Ht L< iiBf-f-ii^iit^-^ (li) eoK^SSc*^ 

^ ( d ^zti. mm(i)it. mmi&mmm 
( 3 ) <w8*mi>L<i£m*mt v&irtt (11)^ 
fi^cofijM* ( 3 ) cDfra#iiisijie-^ ( 9 ) ^m^^x 

TV^^M (2) ^iTC^fiJffl^liSiJIE^- 

(9) (i'ltfg^Bt^LT, sfi3fc^ftt, mmftco 
mmm ( 3 > ^m^m^tLxmm^im^^ti^. 
[ 0 0 3 2 ] n« ( 1 ) tmmm ( 3 ) m?imcry$.m 
zft? ■. mmm ( 3 ) < 2 > ^atTistg^ 

( 1 ) be>mTiffi<n3tm*?Tomiiri>$>&. mi 2? 

mmm ( 3 ) soAiiifg ( 2 ) azmlx, mm 
( i ) tmmmmco^imnd . 

[0033] 
[WfeM] 

m l 3 tciifim^^-tTfSn^ffi^^fidffi^HK?! 
^XxA^fiJ&^t-« Mm ( 1 ) iiSfl^^Qdt^ 
JKsfc&tSRiJC^ tl"5t§l^^^tT 

^^~f-s „ am ( i ) ^M^mik ■ immmiznuxm 
mLfzMm^mi / zm§Lfzmn%t mk^m^m 
Ltzm^M\±mmmmmmm-h. mm ( d 

( 3 ) ^WIS^^ffitT'WIR^^^ff a*^^n 
MMlz^fz h « El 1 3 T35t§[<7)#iH!£ a h . 
<DJ»H#«]R§IIB4&fic«l^fi|ffl#i6SS!BB^- ( 9 ) mm 
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mmmmm ( 1 o ) iv? mmm% (12) t-m 
>\tmm (io) Rv c 7 L mmfflsE& (12) x-mnmzm 

<{i»f#Stfciif#*^ (11) ££fiScLISMimcBMJ-f- 
S. SfiL^MH^ii^ ( 2 ) -m^-filt L<{iHf^ 

a^nt-f-^ (in &m$izti&. 

<3ffiK%te$&£M<r)=Fm ( 2 ) COURL (Univer 
sal Resource Locator) i Jjj| A L- 

mk ■ mmmt,zmmi-& . ■ sfttffSBHiBfr^ 

J»H#^»Ktt«£lW[lLt\ JKasttf)^ (2 ) iz 

mmrz. zcotz* mtt&>jmuzmz>z>vffi&i?*m 
ft%iz$nLxm®t&(o~c. mm.%im&x-mgh<?m 

(id temm ( 1 ) cD^iRix ■ immmtmm?)3§r 
%mmzm^mz^ak.^m\,zm.mtz>. 

ffiift<?3 fi^ssL^^oKfis jiff fflx-fi 5 m&co&mz 

mcvmm%5£rtfzm. m&zft? coxmrnmrntm t? 
■< 5 y^xim^M^t^ *) jsmxm&itm&x^m 

[0034] -ftm-^-t-'x 

H 1 4 £t b*x358l £ MflfflSrffl l 

©tf-b"XflJffl#(±-»f-b"X^f±#^^ (2) CDUR 
L(UniversalResource Locat 

o r ) tv-~t'xmmmmmim < 1 o > ^bi^l 

T . -9"- fxf Ufflff 3<£if- b*x#MSiat=iHfrtS . 
if- b**fWH8RUii« L . if-b*xf rjffl^ 



(11) L<liSBRU St-f-b'^ijffl^if 

- ^^mm^McoMS [## ££f& L . ff- b*x* !lffl=g 

(in -t'Bi-f-fbL^ffi^i^t^-t'xfijffl^Bi-f- 

ati L<iiB&^atBf^^ (11) ^Bf^LTiifl 
U -9--b'X^f*^^K5|#^-^Bi^r:LT3tfl-r^ „ 

m^t^tifzwimmm^mmmn (23) 
im*mtv&-ij& (id 

®-^-b-xfijffl#i±-9--b-x^f*#t^|#^^iifi 
L . "9"— b'xfMffiig^Bt^tS *l*>]R5 1# ^ u 

TWISTS o 

@tf- b'Xf ijffl#i±if - b*^ffiffi#3&» 6 ^r- ^if- b'X 

©if-b-XflAJi. if- b'X^f*#^^if- b**fttftfS 
MKft^lf ^*ft5r § tiT . if- bx^ffiil fcL< (i^ 

SSiiKI^Sf t L^/SigL^if-b'xMffl^i; , -tf-b'x 

tm%&* mm. y-vxmmi,zmt&®Bf(?>$mt:m 
iLi<tt. if-b"xf^ffiw^^s»-r\ 

Bffl^^^-BTtg-C-mffi^if-b-X^Stt^^-g.. 

[oo35]ii5 tzvmm^m^^mm l^jj?- 
□ffiSHis^ii. (2) ^atTMi«mc^^Ba^ 

S^Bt^-Ht>t<(i;Bt^-$ihBt^-^ (11) T\ f(J 

mmmffi& c 9 ) a^ra^attwfg < 1 0 > 
mmmz^ (12) «^5i^wf8h-^^Bf^r:L 
tw ( 1 ) n&wmmzmmL. mm a) <v&mm 
mxim-itLx. nmmsMZ&atu mtmmmc 

izm^mmrhtiz . 
[0036] n^^isrn 

hi 6tcm^'ftfg«a««^j;^s««5isi^iej*^fi 

(i^iit/t^ (2) iitT^-/PT Fixxte(c^v 

~F (16) £KB#fSJrf 1£§^«7-K 

( 1 6 ) ii. ffi^W#«f»St3l«§3fX^„ 

fflmta^g (2) ^atTm^fflfR^ass^ 
ft5feo^ -;pr h v x s- Bt #^ l t inm u mm^mit 

©^■^ffifg«a«a«ti^ ( 2 ) A^%m^a(cgff# 

b^Bf-^ftt>L<J4llt^SttBt^*TC (ID ^B|^t 

©Sff^b <7Yi%mtii-m}~th t. =?m ( 2 ) Bii^ft 
^Bt^4it L<{iB§-Si-£|tBi^f^ (11) 

^titzimzm-tht. ^^B§nmi>L<minmtm 

(11) {±HI1 6?e f g*^h i j^MSrSil 
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e f g\i.ffi£Ztl&. 

1 ) £l£^U f£S£^[I]i^ift^i^^ic ( 2 ) 

Mdo) a^-m ( 2 ) 3EPi?,M*s^L*. mnm&t 
Tit mmmmm^m^ Lxmmt, mm^mmi>mmx 

[0 0 3 7] -(yh7*-vh 

-To LAN (IS) fclggK^futfli (2) n ■ ■=? 
m (2) ! k t>f >^-*>y N^^-LTfifESix^^ 
( 2 ) 2 1 ■ ■ ^ ( 2 ) 2 j 'Jt-hT^-tX 
TlS^Stt/^Jl ( 2 ) j pj&^fE&WAN (20)* 

x-^-sfifa* 7 r-fr^*-^ (22) xmu-tztsf 
x%< .mm(i) ?)->r-swimziifz^m < 2 > t= 

1 ) Jffltl.;fctJ:oT, ( 1 ) ^-A-* 

Wmi&&& . 77^f T*7*—)V (22) -C«*^«'lff 
-fe* * 'JfY £^tLT i . ffliH^'A# < =5r 

(Throw Away Encryptical k 
ey) cDVlSMte-^mmZmKLX <tlh . 

[00 38] HI 8-eftac?)Bf^it L<(i:BS^-iii:Hf 
^3*5$ (11) £teffi-rs*&£-£ijrr. ( 1 ) frt> 

nmztitz&Mvm^m&LK^^mtm^tt ( 1 
i ) ^Ba, ^c*9^tl, mmzmim 

(11) ^HSriiTTy^-i-g >"+?-- fx Hi^TfS 

^^fta^Hf^nt L<iiBf^atBf^^ (id* 

h\MLx^^wr^mmt^< . mmzmmLxmrn 
t"tf mx^ h . 

[00 39] 

mm t ^mcvrmx-m^mmmzmm Lxmm t =f 
mRt/miiztifzmmm^mfsix^mMcDm&itft 
5 mxmwm&^tL^^. mm^xcommi f mM 

X^htz^Z^ ffiV^-CBf-^-fit (Th r ow Away 
Encryptical key) X*gWttl\$. f 'Jffl 
#{±Bf-^-it ( T h r o w Away Encrypt i 
cal key) «#ft§ilitf, -b^a'Jf ^» 



[0040] — ;£\ WAN^gtiJ LJ^rgfl^^fEPfi 

H„ One Time Pass Wo r d {il*jg|JcD'lf 
$ga^HT'fc*A<?)II,II (Authenticatio 
n) fcHJL •CaJfttfifc 'IflHO^tt^WJSEai*^ 
t\ t^itBf^i (Throw Away Encr 
yptical key) Srffio ^Hf-^tffg^^iS 

[0 04 1 ] AV9—*-v bW*?7-f7ybt-^' 

mmwm^ m ^ ^ a * & s < . 

fttBf^H (Throw Away Encrypt i 
cal key) tBf^^^ofc. Bt^-fiNKiO^fi 

[0042]ii(D { 2 ) &tffflffl# ( 3 ) 

<7)IW^<7)Ph1 h m\ if#T Bf-^ii (Throw A 

way Encryptical key) OHg-f-ffiftH 

Bf-fH t L < tint -tH t Bf^-^^|*iW*a ^ ^ < X 
[0Hcoffi#5r^] 

[Hi ] mm%t^mtmmfrt>f&&'mnmwmx\ & 

^JltBffl (ThrowAway Encrypt i 
cal key) XW m^^-fl ^X^Affilt 
[H2] ffl^Oiat*. Bf^W^^l^ff 

[04 ] ( a ) Nxnmxvmmzwttm&onk 
( c ) mmk^momfozmnL. w.tzmMi=Fmt t 

me ] f(jM#^a«»fff?fi3S«fift-c-aifco^* 

[H7 ] fflMt^ifcDP B lT"^iflKtT-«^SffiV^ 
THf^ii (Throw Aw ay Encrypt ic 
a 1 key) CO^mjj^. 

ma ] mm-^m^mmLfzm^mi* t < im*m 
fcut#^T. BWtt=teffl-r-&ffi^»rnt#ii (Th 

row Away Encryptical key) 
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[Biol mm^mrs^mmm o <?> x . =?m 
[Hi 1 1 mm&^mmmeHmmLLKizv&irmb 

[Ell 2 ] ffiV^TBf^ii (Th r ow Away E 
ncryptical key) -VmMt^mtiWS^S 

[Hi 3] ffiV^TBf^-fi (Throw Away E 
ncryptical key) TfSact^KS^ 

[HI 4 ] ffiV^Tt Hi-5§-H (Th r ow Away E 
ncryptical key) £f£-> Tff fg"*f— b"X 

[Eli 5] a&mm^ti^mmmbomx'yr-ry^^ 

[Ell 6 ] ffi^TBf^-il (Th r ow Away E 
ncryptical key) Srffi-D XffiScO&Mi: 
fro y^fA 

[Ell 7 ] SV^tTfft^il (Th r ow Away E 
ncryptical key) Sr-fsEj-sT LAN S WA 

[Ell 8] itiicOBg^tL<{i:l«#«i:Bf^5t*ffi 



1 . 

2. ^ 

3 . mmm 

5 . u§^mmimmm^m f-mm^ry >j^y 3 

6 . ^mm£MmmcommnMum.m 

8 . ^mmjmmmcDmm^vwmm 

i o . fijffl* Bitting 

i i. v&mi>L<temsmbv&sirtt 

1 2 . =Fmmm& 

1 3 . tsmmrmmT-? 

1 4 . wifafif-? 

1 5 . it^wgii-r §flf#g 

1 6. A'X7^F 

17. y h 

18. LAN (Local Area networ 
k) 

1 9 . &mv.m® 

20. WAN (Wide Area network) 

2 1 . m&^-yyh 

2 2. VrAT^^—lV 
2 3. Bf^flfffiSfffg 



[HI ] 



[04] 




X / \ 




Cb) 



(c) 





9 3 
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[02] 



13 



S TZf 1 )^— isi-sV -tf>*.<7>5gfr 




/\ a 123 -1*P/\ A 



Ak 



Jf 



689 -ffjjl A 



457 39lx 



Aa **** 576 t-UH' A j 
_Ak **** 689 A 



Kf ***}» 457 3£U 



K / 



/ 



2 HJS#<OBt*||i!:lt#*d:{ii)<»«« 

3 ?»aauM£-£<z>5Mt. is« 

6 7JiHr— isa>-V— tfXOSllT 

8 fiJffl#(73J"?-feXS# 



lO 



1 1 



T 

12 

\ 



Aa G76 hU-f A 

Ak **** 669 WSi A 




10 



4 r^'j-y— i>a>-y— (f^co^iffl 



16 



2 ftRfr 

3 ft3 

5 »f$& 



8 
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[H3] 



15 














1 5 





ghi ~73X 




def-+ghi j ^ 



def 7*f^ 
jlk 



14 



1 3 



[06] 



[01 0] 



13 



a ***** i Z j -fR/\ A 











* 













/ / , 


9 


10 


/ 



11 



*l 



\ 

"is 
* 



|<2»ll!£E)B 



COS Si 



[Hi i ] 



3 
2 



"1 

! |Ci)flftM£ffiftAi£ 



2 1 



1 1 



1 1 



|-fBA| - 



HJSCDOTE-illLfc 



1 1 







IS***, 







MUKSSt/cnmb 
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[05] 



> Bb^o Be ar 



' IP Address 



ft* i 

1* i 

{£HIt i 



I ft* 
1 tt 

E-Mail 







mm* 





'SiWiAxr?— F 



SttWtt 



_|I&*M 



^ JBBtSJE-S- 

















UlAJfrW- 
SMt SB* 

ft* 
E Mail 

IP Address Zone 
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[07] 



1 1 



ju£#a k - 



( jOlir ) 



Bf*§-773t k 



13 



21 



- Eft^Stk— 1 „ Hn WSk— 1 



Iff Ll^« ^MMM**^**** 



T 



[012] 



[01 5] 
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[08] 



( WgE3irJ ) 



13 



31 



1 1 
21 



1 3 



1 1 



EM) 



1 











[014] 



[HI 6] 



— _p — 




[ m + i | 



TO 
12 

11 



















3 J 




a 


b 






■* 










A 


B | 




a be 





13 
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[09] 



















a 


123 




A 


b **** 


466 


— 


B 



21 



T 1 
A 



m 
m 

a 




13 



17, 18, 19, 20 



3 



B 



# 

b 



[017] 



[018] 




2 
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[01 3] 



|8fW#| 



2 



0)&BIBHttfi!M 



i 



,1 



IP Address 



— 









k+i 



1 1 



SIS, URL 



^JSKDMUME* 



1 1 



/ 



V IP Address 



tta Rife 



ftf»-A« 



use 



URL 




*a&a-K-fct«-Jl* 

GfilT-®IS#%-URL 



